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S6: 1279UBND-VHTT My Héo, ngay 29thing 7 nam 2024

V/V 16 hong an toan thong tin anh

hudng cao va nghiém trong trong

cac san phAm Microsoft cong bd
thang 07/2024

Kinh gtri: ) . . .
- Tha trudng cac phong, ban, nganh, doan thé thi x3;
- Chu tich UBND cac xa, phuong.

Theo thong bao cta Cuc An toan thong tin - BOThong tin va Truyén thong
vé 16 hong an toan thong tin anh hudng cao va nghiém trong trong cac san pham
Microsoft, v&i 139 15 hong an toan thong tin trong cic san pham ctia Microsoft.
Trong d6 dang chu ¥ cac 16 hong bao mat sau:

- 03 16 hong an toan thong tin CVE-2024-38074, CVE-2024-38076, CVE-
2024-38077 trong Windows Remote Desktop Licensing Service cho phép dbi
tugng tan cong thuc thi ma tir xa.

- L hong an toan théng tin CVE-2024-38060 trong Windows Imaging
Component cho phép ddi tugng tan cong thuc thi ma tir xa.

- 03 16 hong an toan thong tin CVE-2024-38023, CVE-2024-38024, CVE-
2024-38094 trong Microsoft SharePoint Server cho phép ddi twong tan cong
thuc th1 ma tur xa.

- L3 hong an toan thong tin CVE-2024-38021trong Microsoft Office cho
phép ddi twong tan cong thuc thi ma tir Xa.

- LS hong an toan thong tin CVE-2024-38080 trong Windows Hyper-V
cho phép dbi tugng tan cong thuc hién leo thang dic quyén. L hong hién dang
bi khai thac trong thuc té.

- L3 hong an toan thdng tin CVE-2024-38112 trong Windows MSHTML
Platform cho phép d6i twong tan cong thuc hién tdn cong gia mao (spoofing). Lo
hdng hién dang bi khai thac trong thuc té.

Thuc hién Cong van s6 949/STTTT-BCVTCNTT ngay 15/7/2024 cia Sé
Thong tin va Truyén thong tinh vé 16 hong an toan thong tin anh hudng cao va
nghiém trong trong cac san pham Microsoft cong bd thang 07/2024.

Pé dam bao an toan thong tin cho hé thong thong tin dang duoc trién khai
tai cac co quan, don vi, dia phuong trén dia ban thi xd. UBND thi x4 yéu cau
Thu trudng cac phong, ban, nganh, doan thé thi xa, Chu tich UBND céc x4,
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phuong chi tri, phdi hop voi co quan chuyén mén c6 thim quyén trién khai thuc
hién ra soat, khic phuc 16 héng bao mat trén theo khuyén nghi sau:

1. Thyc hién kiém tra, ra soat, hé théng thong tin dang st dung c6 kha
nang bi anh hudng bo1 ma doc trén. Chu dong theo doi cac thong tin lién quan
dén ma doc tir hang nham thyc hién nang cp lén phién ban mai nhat dé tranh
nguy co bi tdn cong.

(tham khéo hwéng dan kém theo Cong vin)

2. Tang cudng gidm sat va san sang phuong an xu 1y khi phat hién c6 dau
hiéu bi khai thac, tdn cong mang; dong thoi thudng xuyén theo ddi kénh canh
bao clia cic co quan chirc ning va cac to chiic 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

3. Trong trudng hop can hd trg Thu trudng cac phong, ban, nganh, doan
thé thi x4, Chu tich UBND céc x4, phuong lién hé ddu méi hd trg ciia Cuc An
toan thong tin: Trung tim Gidm sat an toan khong gian mang qubc gia (NCSC),
dién thoai: 02432.091.616, thu dién ti: ais@mic.gov.vn; Sé& Thoéng tin va
Truyén thong (ddng chi Pang Xuan Duong, sé dién thoai: 0988.283.898).

UBND thi x3 yéu cau Thu truong cac phong, ban, nganh, doan thé thi x4,
Chu tich UBND céc xa, phuong trién khai thuc hién./ e
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